MB/ MO PECMYBNTMKE AObITEA
MPEAYTIPEXOAET!!

TENE®OHHOE  MOWEITHWYECTBO - 310 OAWH U3 caMmbIX
pacnpocTpaHeHHbIX BUAO0B MPECTYMHON AesTeNIbHOCTU B Halle BpeMs. HaunHas ¢ 2015
roga HabnogaeTca eXerofHbld POCT KONMYeCTBa COBEPLUEHHLIX MPECTYMIeHUN
yKa3aHHOMN Kateropmm. Xo4eTcst 0TMETUTb, YTO eC/IN paHbLUe XepTBamn MOLLEHHWUKOB
B OONbLIMHCTBE C/y4yaeB CTaHOBMINCH MOXWAble NHOAWU, TO Tenepb Ha Y/I0BKM
MOLUEHHWKOB 3a4acTy0 nonagaeTcs U MO/I0A40€e MOKOeHNE.

CerofiHa Hawy >XW3Hb HeNb3sa MpeAcTaBUTb 6e3 MOOW/bHBLIX TeneqoHOB,
MNaCTUKOBbLIX KapT W KOMMbHOTEPOB. [1OCTOAHHO MOSABNAKOTCA HOBble MOIENMU,
nporpaMmbl 1 cepsucbl. OLHOBPEMEHHO C Pa3BUTMEM TaKMUX YCTPOMCTB MOSABMSKOTCS
HOBble BWAbl MOLLUEHHMYECTB, MO3BONSAKOWME OOMaHYTb W MPUCBOUTL [EHEXHble
cpefcTsa rpaxaaH. Utobbl He NO4AATHCA HA YIOBKU 3/10YMbILLNEHHUKOB, 4OCTaTOYHO
3HaTb, Kak OHW [eNCTBYIT, M cO6M04aTb MpaBuna MoAb30BaHUS MOOWIbHLIMU
TenepoHamu, NNaCTUKOBLIMM KapTamm U KOMMbOTepamu.

[NpoaHanus3MpoBaB BCe Cny4van TaKOro MOLLEeHHMYecTBa, COTpyaHuUKKM MB/ no
Pecnybnuke Apfpbired nOArotoBuaM Ana Bac MOHATHYHO M MOME3HYH NamATKY.
lNpegnaraem Bam BHUMATENbHO 03HAKOMUTLCA U C/EeA0BaTh HALLMM PeKOMeHAaLUAM.
OHW 3almTAT Bac oT feCTBMIN MOLIEHHNKOB 1 coeperyT Bawn cpeacTtsa.

OCHOBHbIE CXEMbl MOLWWEHHNYECTB:
«BALLUA KAPTA 3AB/IOKNPOBAHA»

BaHKOBCKasi KapTa - 3TO MHCTPYMEHT [/19 COBEpLUEHUs NnaTeXxen n focTyna K
Ha/IMYHbIM CPeLCTBaM Ha CUETe, He TPebyHLWNA ANd aToro NpUcyTCTBUS B 6aHke. Ho
MpoCcTOTa MCNo/b30BaHMA 6GaHKOBCKMX KapT OCTaBNsSeT MHOXeCTBO Jla3eeK [A/1d
MOLLUEHHWKOB.

KAK 3TO OPTAHMN30OBAHO:

Bam npuxopaT coobLeHns crefyrowero xapakrepa: «Bawa 6aHKOBCKas KapTta
3abnokuposaHa. WHMo no TenedoHy..» «Onepaumum no Kapte Ne.........
npuocTaHoBneHbl. [loapobHee Mo Homepy TesedhoHa...... B coobLieHmsx
npepnaraetcad 6ecnnatHO MO3BOHMTL Ha OnpefeneHHbld HOMep AN MOSyYeHUs
NoApo6HON MHGopMaLmMK.

HA CAMOM AEJIE NMPONCXOANT CNEAYIOLIEE:

MoweHHuKM ocywectenator CMC - paccbiiKy Ha pasfivyHble Homepa
Tene)oHOB M >XAyT 3BOHKA. Korga Bbl 3BOHMTE MO yKasaHHOMY TeneoHy, Bam
0TBeYaeT MOLLEHHUK, KOTOPbLIV NPeACTaBNASETCA COTPYAHUKOM C/Y>6bl 6€30MacHOCTM
6aHKa W noj pasnuyHbiMM  npegnoramu - (pasbnokMpoBKa  KapTbl, OTMeHa
NoA03puTENbHBLIX ornepauyuii no Baluen KapTe, KOTOpbIX Bbl He coBepLluann, Bo3Bpat
[JEHEXHbIX CPeACTB, MNOXMULEHHbIX € Bawein KapTbl MOLWEHHUKaMK, Cc60oMu
06CNYXXMBaHNA KapTbl K NPOYee) NbITAETCA BbIACHUTL Y Bac HOMep KapTbl 1 Naposn
fgoctyna, noctynarowmnx 8 CMC onoseLLeHNsAX.



KAK MOCTYMATb B TAKO CUTYALUN:

Mpeaynpexaaem: HUKOMY W HUA NpU Kakux 06CTOATeNbCTBAaX He coobLjainTe
pekBM3UTbl Bawei kaptbl, MWH-kod, oAHOpa3oBble Maponn A0CTyna, KOTopble
MPUXOAAT Ha TeneOH W MO3BOMAKT BONTU B MOOGWU/IbHBLIA 6aHK, a Takxe UMdpsbl,
yKa3aHHble Ha 0060poTHel cTopoHe Bawei kKaptbl (CVC2, CVY2 kKogbl)! Hn ogHa
opraHusauus, BKIoYas 6aHK, He Bnpase TpebosaTb Baw MH-koa! OTHocuTeCh K
MNH-Kogy Kak K K4y oT ceitgpa ¢ Bawnmn cpepcteamm! Henb3sa xpaHuts MUH-
Kog, pAfoM C KapToi u Tem 6onee 3anucbiBaTb MNMH-Kog Ha Heé - B aToM cny4ae Bol
Jaxe He ycrieeTe o6e3onacuTb CBOM CYET, 3ab/I0KMPOBaB KapTy MOCME KPaXu Wu
yTepu! EAWHCTBEHHO MpaBW/IbHbIA HOMep 6aHKa yKa3aH Ha 0060pPOTHEN CTOpPOHe
Bawwein kapTbl. [14 TOro 4tobbl y6eanTbes, YTO Bawnm feHbram HAYEro He yrpoxaet
[OCTaTOYHO MO3BOHUTL B K/IMEHTCKYHO CNYy)XO0Y MoadepXku 6aHkKa vnm obpaTtuTbes
NMYHO B 6GaHK.

BHMMaHMe! Hu npu Kakmx 06CTOATENbCTBAX He coobLWaiTe cBOM nNaponu
HUKOMY, BK/KOYas COTPYAHWKOB baHKa, He nepe3BaHMBanTe Ha HOMep MOOGWU/ILHOMO
TeneoHa, YykasaHHbIAi B noctynuewem CMC-coobuweHun o1 baHka, He
NpeAocTaBnanTe WHPOPMALMIO O PeKBM3UTaxX KapTbl (HOMepe KapTbl, CPOKe ee
pencteus, MMH-Koge, KOHTPONbHOW MH(OpPMaUuMn No KapTe), Uanm 06 04HOPa30BbIX
naponsax, B T.4. MOCPeACTBOM Hanpas/ieHUs 0TBeTHbIX CMC-co00LeHNn, a Takxe
COTPYAHUKY 6aHKa, He npoBoAMTe u4epe3 6aHKOMAT HMKakue onepauyum o
NHCTPYKLMAM, NOSTyYEeHHbIM MO TenedoHy.

CneypanucTbl 6aHKOB HMKOra He 3anpallimBaldT y KIMEHTOB MHGOPMAaLUIO O
naponsx n3 CMC, OT UHTepHeT-6aHKa 1 CePUNHbIA KoL KapTbl, Tak Kak UM 3Twu
CBELlIEHNS U TaK U3BECTHbI.

«HOBbIN BUJ MOWEHHNYeCcTBa»
J

AT0 MOLUEHHUYECTBO OCHOBAHO HAa BO3MOXHOCTW MNOAMEHATHL 11060 HOMep
TenedoHa Mpu 3BOHKe C ip-TeneyoHnn. BamM MOryT MO3BOHWTL C HOMepa Ballero
6/11M3KOro M CoO6LLMTL, YTO OH nonan B Gegy' (UK. HanpuMep, 3agepXkaH Noanumein) n
HayaTb TpeboBaTb AeHbrn, ANS pewweHus Bonpoca. Moryt no3BOHWUTL C TenedoHa
Ballero 6aHka 1 NpefCTaBMBLUMCL COTPYAHUKOM CNy>XK6bl 6€30MacHOCTU BbIMaHUTb
[aHHble Ballel KapTbl, pacckasas, Harnpumep, O B3/IOMe Balleil KapTbl M NOMbITKaxX
HeCaHKLMOHNUPOBAHHOIO CnucaHusa [AeHeXHbIX CPeAcTB, a NOTOM Y)XKe Y3HaTb Y Bac
BCHO HY>XHYHO UH(popMaLmIO.

MoxanyiicTa 3anoMHIUTE, MOLLEHHWKM MOTYT noAcTasuTs JIIOGOW Homep. Ecnu
Bbl BMAUTE MpPW BXOAALLEM 3BOHKE HOMep Ballero 6aHka, CTPaxoBOW KOMMaHWW,
rocyapCTBEHHOI opraHm3aunn, apyra unm poacTeeHHnka, ato HE OSHAYAET, uto
BaM 3BOHWUT JeNCTBUTENIbHO TOT, Yeld 3TO HOMep. bybTe 0CTOPOXHbI!

KAK MOCTYMATb B TAKOW CUTYALMN:

[lepBoe M camoe rnaBHoOe NpaBWIO0 — MpepBaTb PasroBop M CaMOCTOATENIbHO
Mepe3BOHNTb HA aBOHEHTCKMIA HOMep G/IM3KOro YenoBeka. Ecnv TenethoH OTK/OYEH,
nocTapaimTecb CBA3aTbCA C €ro Konneramu, [Apy3bsMM W POACTBEHHUKaMU /i
YTOYHEHUA MWHpopMauun. B cnyyam ecnm 3BOHMAM CO CTauMOHapHOro Homepa



TenejpoHa GaHka, A8 TOro 4to6bl y6eamTbCsd, 4TO BalimMM AeHbram HUYEero He
YrpoXkaeT [OCTaTOYHO MO3BOHWUTb B K/IMEHTCKYH CNY>XOY MNOAAepXKM 6aHKa wnu
06paTUTLCS NMNYHO B BaHK.

«Y naneHHbIn 4OCTYN»

9TO Korja epTBa B TeNe()OHHOM PEXMUME, MOof PYKOBOACTBOM MOLLEHHUKOB
YCTaHOBMWNA NPWUOXKEHWUE W NPeAOCTaBWIa 3M10YMbILLNEHHUKAM YAaNeHHbIA JOCTYnN K
MO6WLHOMY YCTPOWCTBY, M TeM CambiM [alOT BO3MOXHOCTb 6ecnpensTCTBEHHO

3aBNafeTb NEPCOHaslbHOM WH(OpMaLnen n B nocnefyroleM noxXMTUTb AeHbrU Co
CYETOB Yepe3 MOOW/bHbIN 6aHK.

KAK 9TO OPIAHN3OBAHO:

MpecTynHUK NpeacTaBAseTcs COTPYAHWKOM 6aHKa U COO06LLAeT O BbISB/IEHUN
BPEeOHOCHOIO MNPOrpamMMHOro 06ecrneyeHnss Ha MOBUIbHOM YCTPOWCTBE K/IMEHTA.
Coo06LlaeT, UTo ANS ero YCTpaHeHMst HY)KHO NpefoCTaBWUTb [OCTYN K YCTPOMCTBY.
YKepTBe HEOOXOAMMO CKayaTb Ha MOGW/bHBLIA TenedoH MporpamMMy YAaneHHOro
poctyna — TeamViewer, Anydesk unu gpyryto, nocne ycTaHOBKM /HKeCOTPYAHUK
6aHKa MPOCUT KNMeHTa Ha3BaTb KOA, OTOOpaXKatoWNACa B NPUNOXEHNN. MOLLEHHUK
BBOAWUT 3TOT KOA4 B MporpamMMy Ha CBOeM YcTpoiicTe. [locne TOro Kak >KepTea
NPefoCTaBNSET BCE PaspeLleHus, 3/10YMbILINEHHWK MOMyYaeT MOMHbIA AOCTYN K
MepPCOHa/IbHbIM AaHHbIM MOBWILHOTO YCTPOCTBA B TOM YMC/E U K IMYHOMY KabUHETY
MOOUNbHOIO 6aHKa, M OT NULIA XXePTBbl OCYLULECTBNSET onepauun Nno GaHKOBCKMM
cyeTaM, B TOM YuCNne WUMEEeT BO3MOXHOCTb O(OPMSIEHWS OHNaliH 3asBKM U B
nocneaytoLeM NonyyeHns KpeamTa.

MOo3TOMYy HYXXHO 3aMOMHWTb, YTO HAcTOSALLME COTPYAHMKM GaHKa HMKOraa He
MonpocAT:

e Co0006WWMTb UM Ko NOATBEPXKAEHNS onepauuu.

e YCTaHOBWTb MPOrpaMmbl Ha MOGUNbHBIV TenedoH, Tem 6onee ¢
(yHKLMel yaaneHHoro gocTyna.

e [lepeBecTn unm yepe3 GaHKOMAT BHECTU BallW AE€HbIM Ha cyeTa TPeTbUX

«POACTBEHHUWK B BEJE»

KAK 3TO OPFAHN30OBAHO:

Bam 3BOHAT € He3HakOMOro Homepa. MOLIEHHUK npeAcTaBnseTcs
POACTBEHHUKOM W/IX 3HAKOMbIM Y B3BO/THOBaHHbIM r0/I0COM COO6LLAET, YTO 3aJepXKaH
COTPYAHUKAMM NOSNLMK 32 COBEPLLEHNE TOMO UM MHOTO MPECTYNIEHWS.

3710 MOXeT 6bITb A TI1, XpaHeHMEe OPYXUSt NN HAPKOTUKOB, HAHECEHWE TAXKMX
TeNIeCHbIX MOBPEXAEHWNIA U faxKe YOUINCTBO.

[anee B pa3roBop BCTynaeT AK0ObI COTPYAHUK Nonvymn. OH yBEPEHHbIM TOHOM
COO6LLAET, UTO Y>Ke He pa3 nomoran NiadM Takum o6pasoM. [ns pelleHns Bonpoca
HeobXxoauma orpefesieHHas CyMMma AeHer, KOTOPYH C/efyeT Mepeynuc/iuTb Ha cuet
N160o NPUBE3TU B OFOBOPEHHOE MECTO U nepefaTb KakoMy-1nbo YenoBeky.



HA CAMOM JENE MPONCXO4NT CNEAYHOLEE:

B opraHusaumm obmaHa Mo TeneoHy € TpeboBaHWEM BblKyMa Y4acTBYHOT
HECKONbKO MpecTynHMKoB. Habupas TenedoHHble HOMepa Hayraf, MOLUEHHUK
MPOM3HOCWUT 3arOTOBMEHHYHO (pa3y, a Aanee [AeACTBYeT MO 06CTOATENbLCTBAM.
MOLLEHHUKM CTapatoTcs 3anyraTb XXepTBY, He AaTb eli ONOMHUTLCS, NO3ITOMY BeayT
HenpepbIBHbIV TeNe(OHHbIX Pa3roBop BMIOTb 40 MOMYyYEHMUS AEHer.

KAK MOCTYMATb B TAKOW CUTYALN:

[MepBOe M camoe rnaBHOE NpPaBuI0 — MpepBaTb Pas3roBOp W Nepe3BOHUTL TOMY,
0 KOM MAET peyb. Ecnu TenegoH OTKNHOYEH, MOCTapainTech CBA3ATLCA C ero Koieramm,
APY3bAMU U POACTBEHHUKAMM 415 YTOUHEHNUA nHopmMaummn. CnegyeT NOHUMATL: ec/un
He3HaKOMbIn YesloBEK 3BOHUT Bam u TpebyeT B3ATKY —3TO MOLUEHHWK. Ecnu Bbl
pasrosapuBaeTe, £AKoObl, C MpeAcTaBUTENeM MPABOOXPAHUTENbHbLIX OPraHos,
CNpOoCUTE, N3 KaKOro OH OoTAeneHns nonuymun. MNocne 3BoHKa crnegyeT Habpatb «02»,
y3HaTb HOMep [AEeXYPHOW 4acTW [aHHOro OTAeNleHUss WM MOMHTEepecoBaThCs,
[NEeNCTBUTENIbHO N POACTBEHHWMK WM 3HAKOMbIA gocTaeneH Tyga. ObpaliaemM Balue
BHUMaHWe Ha TO, YTO TpeboBaHMe B3ATKN ABNAETCA NPECTYN/IEHNEM.

«KYTNNA-NMPOLAXA TOBAPOB B MHTEPHETE»

OueHb 60/bLIOE pacnpocTpaHeHWe B MocnefHee BpeMs MPUOGpeNn Takoil Buf
MOLLUEHHNYeCTBa Kak 0OMaH NokynaTens unuM npogasla, Mpy COBEPLUEHWUM CAENOK
yepe3 pas3fiMyHble WHTEPHET - caiTbl. [lpy COBepleHUn [JaHHOro Buaa
MOLLEHHNYECTBa MOMYT ObITb MCNO/b30BaHbI Pa3/IMYHbIE COLNANbHbIE CETU, FPYNMbI 1
MHTEPHeT-MarasuHbl, OCHOBHOM LeNbl0 MPECTYMHMKA ABASeTCA  MOMy4YeHue
MHopMaLMK 0 KapTe, ANs 3aBnadeHns Bawvmy geHbramu.

KAK 2TO OPITAHN30OBAHO:

Bbl pasmMellaeTe 06bSIBNEHWE Ha KaKOM-NMOG0 caliTe O npogaxke ToBapa. Bam
MOCTynaeT 3BOHOK OT IKOObI MOKynaTens, KOTOpbIi CO06LLaeT O FOTOBHOCTU KYMWTb
ToBap. [pv 3TOM NoA pa3nUYHbIMKU Npeanoramun, HanpuMmep, A1s 3a4nCneHns 3agaTka
WA MOMHOW CTOMMOCTW TOBapa, BbICHAeT y Bac Homep kapTbl n CVC-Kog,
PacronoXeHHbIN Ha 060POTHON CTOPOHe GAaHKOBCKOW KapTbl, CPOK €ro AencTBus,
NM60 NPOCMT COOOLWNTL NApPOIN M KOMbl AOCTYNa, Nony4YeHHble B CMC —e0006LeHnn,
4TO AACT NPECTYMNHMKY BO3MOXXHOCTb MOAYYUTb AOCTYN K Bawmm cueTtam.

[pyroin npumep: Bbl BCTynaeTe ¢ NPoOAaBLOM B MEPENMCKY WAM 3BOHUTE MO
TeneoHy, enas KynuTb WHTepecyemblit ToBap. [pecTynmHMK B Xofe 6ecedbl
coobLaeT, 4YTo ANS OTNpaBKM ToBapa Bam Heo6xoguMmMo onaaTuTb €ro MOJHYH
(4acTnyHy) ctommocTb. ocne nepevyncneHns AeHexXKHbIX CPeAcTB Ha abOHEHTCKME
HOMepa, 6aHKOBCKMe KapTbl, MO0 3MEKTPOHHbIE CUHeTa, NPECTYMNMHNKN CKPbIBAKOTCS, He
BbIMO/HAA CBOM 00513aTeNbCTBA.

KAK MOCTYMUTb B TAKOWN CUTYAUNW:

OnnaunBainTe ToBap TO/ILKO NOCMe TOr0 Kak Bbl ero monyymnu Ha noyte uam
yepe3 KypbepcKyto cnyxoy. Hukorga He coobuiarite pekBusnTbl KapTbl, MAH-kog u
naponun goctyna ns CMC - coobLeHNA.

Bbl AO/MKHbI 3HaTb, YUTO MOKYyMaTe/lb, KOTOPbIA FOTOB ONMAaTUTb TOBap, JaXe He
YBUEB €ro, SBNSETCS MOLEHHNKOM. He cornaluainTecb onjavymBaTh TOBapbl 1 YCAyru
nyTem 6e3Ha/IMYHOr0 pacyeTa faxe vepe3 SKoObl ouUmnanbHble MHTEPHET-CaliTbl.



«B3/1IOM CTPAHWLIbl B COLIMAIBHOWM CETW»:

Elle ogMH pacnpocTpaHeHHbIM BUA MOLIEHHMYECTBA, Ha KOTOPbLIA nonajaeTcs,
KaK npaBuio, MOoAoe MoKOoJEHNe.

KAK 3TO OPTAHM3OBAHO:

MpecTynHUK NyTeM B3/10Ma MoslyyaeT AOCTYN K CTpaHuue Bawmx 3HaKoMbIX,
POACTBEHHMKOB UMW ApY3ei B counanbHon cetn (BKoHTakTe, O4HOKNACCHUKA U T.4.).
OT uMeHM fppyra, POACTBEHHMKA WAM 3HAKOMOro Bam npuxogut cooblieHne ¢
NPOCbOOW 3aHATb AeHbMM B AONM, IM60 NOA PasMYHbIMU MpPeasoraMm BbISCHAKOT
PeKBU3NTLI Ballel kapTbl, naponu n kogsl 3 CMC-coobuieHuid. ocne Toro kak Bbl
CO06LMNM NPECTYNHNKAM PEKBM3NTbLI CBOEW KapTbl 1 Napo/v OHW NoayyaeT AOCTyn K
Bawinm cyetam.

KAK MOCTYMATb B TAKO CUTYALN:

CnepyeT cBfi3aTbCA CO 3HAaKOMbIMW WAN POACTBEHHUKAMU MO Tened)oHy W
BbIACHUTb LENCTBUTENIBHO I UM HY)KHA MoMOLb. H B KOeM cnydae He coobuiainTte
PeKBU3NTLI Ballell 6aHKOBCKOW KapTbl.

«BPEJJOHOCHAS MPOrPAMMA (BUPYC)»:

B faHHOM cny4yae NPeCcTymHUKU MCNOMb3YHT BPeAOHOCHYH MnporpaMmmy, Kak
cnoco6 3aBnafeHus Bawwvmu peHbramu. [JaHHas nporpamma ycTaHaB/MBaeTCA Ha
TenethoH npu nonyvyeHmn CMC nam MMC coobLyeHnid ¢ pas3IMYyHbIMU CCbINIKamu, a
TakXke Npu BXOAEe Ha pas/n4yHble cainTbl B MHTepHeTe. Ocobo crnepyeT obpaTuTb
BHMMaHWe Ha TO, 4TO NOAOOHbIE COO6LLEHMA MOTYT MPUXOAUTb OT 3HAKOMbIX,
POACTBEHHMKOB, KOTOpble 3anucaHbl B Balueil Tene)OHHOW KHUre, a TakKXe B
COO0OLLEHNAX MOXET ObITb YKa3aHO Balle UMs nnu apyrme nepcoHasbHble JaHHbIe.

KAK 3TO OPTAHMN30OBAHO:

Ha TenedoH aboHeHTa NpuXo4nT coobLLeHVe cnefytoLlero suga: «Bam npuwno
MMS-coobLleHne. Ona nonyyvyeHUs NponauTe Mo ccbiike..». Wnu gpyroin npumep
«Anekcein, npueet! Bblnoxuna Hawm goTorpadum 34echb...., MocMoTpu». [pu
rnepexoje no ykasaHHOMY afipecy Ha Tene)OH ckaumBaeTca BuUpyc. JInbo 3apaxeHuve
MOXXET MPON30ATU NP NOCELLLEHNN Pa3/INYHbIX CANTOB B MHTEPHETE.

KAK MOCTYMATb B TAKO CUTYLU:

CneflyeT yCTaHOBUTb Ha Tefle()OHe aHTMBMPYCHOE NporpaMMHoe obecneyeHue,
He cnefyeT OTKPbIBaTb COOOLLEHWA C B/IOXEHUAMW, MNepe3BaHMBaTb Ha HOMep,
yKa3aHHbIN B MOSly4YeHHOM COO6LLEHNN.

«OLUMBOYHBIN MEPEBOA

KAK 9TO OPIAHN3OBAHO:

Bam npuxoant SMS-coo6LieHne 0 NOCTYN/EHUM CPeacTB Ha cueT. Cpasy nocne
3TOr0 NOCTYMaeT 3BOHOK OT MOLLUEHHMKOB, KOTOPbIE M3/1aratoT NereHdy, YTo OHM Mo
OLLNGKE NepeBenu AeHbIN 1 NPOCAT UX BEPHYTb.

HA CAMOM AENE MPONCXOONT CNIEAYHOLLEE:



MOLLEHHMKM NbITalOTCA TakMM 06pa3om 3aBfafleTb Bawwumu  aeHbramu.
ECTecTBEHHO HMKAKOI OLLIMGKM He Obino. [eHer Bam He npucbinany.

KAK MOCTYMATb B TAKOWN CUTYAUNW:

CoBeTyeM Bam He nogaaBaTbCsi Ha 06MaH. Ecnu Bac npocsiT nepeBecT, SKo6bI,
OLLUMBOYHO NepeBefiEHHY0 CYMMY, HAaNOMHWTE, UTO ANS 3TOr0 UCMONb3YeTCs Yek.

«CMC-TNPOCBBEA O NMOMOLL N»

CMC-co06LieHMs NO3BONSIOT YNPOCTUTL CXeMy 06MaHa Mo TenegoHy. Takomy
BapuMaHTy MOLUEHHMYEeCTBA OCOGEHHO TPYLHO MPOTMBOCTOATH MOXW/IbIM WK
CIMLUKOM  tOHbIM  Bfiagenbuam  TeneoOHOB.  [OMOMHUTENbHYD  OMAacHOCTb
NpeaCTaBNAT YNPOCTMBLLMECSH CXEMbI NepPeBoa AeHEr Ha CYET.

KAK 2TO OPITAHN3OBAHO:

AOBOHEHT nonyyaeT Ha MOOW/bHBIN Teneg)oH coobLleHNe: «Y MeHs NPobGeMbl,
KnHb 900 py6nert Ha 3TOT HOMep. MHe He 3BOHM, Mepe3BOHKD cam». Hepeako
pobaBnseTcs obpalleHme «mamax», «4pyr» u T.4.

KAK MOCTYMNATb B TAKOW CUTYALNI:

CnepfyeT 3anoMHUTb, 4To HAa CMC ¢ He3HAKOMbIX HOMEPOB pearmpoBaTtb Hefb3s,
3TO MOTYT 6bITb MOLLEHHUKMN.

«CAUT-ABONHUNK»

KAK 3TO OPTAHM3OBAHO:

MpecTynHUK co3faet (UCMoMb3yeT) caWT, afpec KOTOpOro W BHELLHee
ohopmsieHNe CTPaHULbl MAEHTUYHBI O(MLMaNbHOMY CalTy, Hanpumep, caiTy 6aHka.
[anee npoucxoamT paccblika COO6LEHNIn MoTeHUManbHbIM >kepTBam. Ecnn Bbl
OCYLLECTBUTE BXOA Ha «CalT-ABOWHMK», TO OH NPeAnoXut Bam, BBECTU CBOM AaHHbIe
ANA BXOA4a B «JIMYHbIA KabuHeT» 6GaHKa (/IOTMH M Naposib), KOTOPbIMA W MOTYT
BOCMO/Ib30BaTbCA 3/10YMbILLNEHHUKN 418 MO/yYeHUs [ocTyna K Bawmm cyetam.
Opyro npumep: MNPecTyrnHWK CcO3[4aeT CalT-ABOMHMK, OTANYarolWmincs ot
OPUTMHANBHOIO CcaiTa pekBu3MTamu. Bbl, Xenas COBEPLIMTb MOKYNKY Ha LaHHOM
caliTe uepe3 MHTEPHET, OMNjiaynMBaeTe CTOMMOCTb TOBapa, IM60 BHOCUTE npegonnarty,
nocne 4Yero MpPecTynHUK ypanseT caiT, a YyKasaHHble Tefle(hOHbl CTAHOBATCH
HeAOCTYMHbIMW.

KAK MOCTYMTb B TAKON CUTYALINI:

[(naBHaa UeNb MOLLUEHHWKOB - 3TO JIOTMHbI W Naposn, a TakKXe [aHHble
6aHKOBCKMX KapT. CnefyeT 3anoOMHUTb, YTO HU OAWH CEPbE3HbIA UHTEPHET-CEPBUC
HMKOrfa He paccblfiaeT MMcbMa C Npocbbamm O BBOJE NOrMHA, Napons U NNYHbIX
[laHHbIX CBOUM KnveHTaM. CrefyeT obpallaTb BHMMaHWEe Ha yBeaomeHus Baluero
Opay3epa, ecnnm UMeeTCs npeaynpexaeHne o nepeagpecaumm Ha CTOPOHHUIA pecypc,
He cnepfyeT ero UrHopupoBsatb!



«KomneHcaums 3a HeKaueCTBEHHbI TOBap, YCnyry»

JXepTBamu AaHHOro BMAa MOLUEHHWYECTBa, KakK MpaBuio, ABNAKOTCA MOXKW/ble
NOAN, NEHCUOHEPLI. B faHHOW CXxemMe, Kak npasunsio, AeincTBYeT NpecTynHas rpynna,
Y4YaCTHUKM KOTOPOW MOTYT NPeACTaBNATLCA COTPYAHUKAMUN roCyapCTBEHHbIX 6aHKOB
n Begomcts (LleHTpanbHoro baHka P®, CneacTBeHHOro KomuTeTa, MpoKypatypbl).
MpecTynHUK ocyLecTBNseT TeNe(OHHbIA 3BOHOK Ha HOMep MOTEepreBLUEro WU
coobLiaeT, 4TO eMy TMOJIOXKeHa KOMMeHcaums 3a paHee MpuobpeTeHHble
HeKayeCTBEHHbIe TOBapbl, TaK HasblBaeMble BALbl, M60 OKaszaHHble YCyru, npu
3TOM 4719 NOJTYYEHUS KOMMEHcaUMn Heob6XOAMMO 3aniaTuTb ONpefenieHHY CyMMy
(komuccnto, Hanmor, MNOLWNWHY, onnaTta [O0CTaBKM, pa3b/ioKMpOBKa SYEKU Ans
3a4MCNeHNs KOMMeHcauum v npoyee).

[pyroin npumep MOLUEHHWYECTBA: MPECTYMHUK OCYLLECTBNAET  3BOHOK
noTepneswemMy W, NpeacTaBnAACb COTPYAHMKOM MNpPaBOOXPaHUTENbHBLIX OpPraHos,
coobulaeT, 4YTO cYyeTa KOMMaHUW, B KOTOPOM paHee MNOTEPNEBLUNA MOKYyNas
NPOAYKLMIO apecToBaHbl M 3aMOPOXEHbI W eMy MOJI0XKeHa KOMMeHcauus, Ana
Mosly4YeHnss KOTOPO HeobXOAMMO 3aniatuTb ONpefenieHHYr cymmy feHer. locne
TOr0 KakK MOTeprneBLIMIA MepeyncnsieT HeobXOAMMY0 CyMMY [eHer, MPecTynHUKK
NPOAO0/KAOT 3BOHUTL €My M MOoj pasINyHbLIMKA NpeasioraMy NPoOCcAT  [AeHbIU
Heo6X0AMMble ANS BbINiaTbl KOMMEHCcAUNN.

nonmunA rNnPM3bIBAET He nepeBOAUTbL AEHLIM Ha COMHUTE/bHbIE CYETA MO
npocbbe He3HakoMLEeB. MOMHUTe, ecnn B3aMeH 06eLLaHHOM KOMMeHcaumm Bac NpocsT
3annaTuTb HEeKOTOPYK CyMMY B KauyecTBe Hasora, KOMUCCUW UK ONNaTuTb Npoyuve
ycnyru, TO Bac nMbiTaloTcd  06MaHyTb. HesamennmTtenbHO obpalwjainTecb B
MpPaBoOXpaHUTe/IbHbIE OpraHbl U COO6LMTE O AHHOM (haKTe.

«BpOKepCcKMe KOHTOPbI»

[ns Toro, 4To6bl He MOTEPSATb CBOM AEeHbLIM MpY BblI6Ope BPOKEPCKON KOMNaHUK
HeobxoAMMO obpaliaTb  BHWMaHWe Ha  Chegylowme  MpuU3Haku,  KOTopble
XapaKTepu3yoT KOMMabINo-MOLLIEHHUXA: 06eLLaHMe BbICOKMX NPOLEHTOB, OTCYTCTBUE
perucTpaumm, obewiaHme cTabrunbHON NPUBBLIIN HOBMUYKaM- Tpeilnaepam.

Mepen TeMm, Kak [OBEPUTb CBOW KanuTan, BHUMATE/IbHO WU3Y4uUTe He TOJbKO
WHTEPHET-PeCypCbl, HO 1 OPULNANTBHYIO MHOPMaLNIO 0 BPOKepe M ero perfameHT.

BAXHQO! T[loMHMTe, 4TO WHBECTMPOBaHWe, npeparaemMoe Ha YCN0BUAX
OPOKepCKOi KoMMNaHWW, BCeraa ABMAeTCA BbICOKO PUCKOBAHHLIM [aXKe MpU Hamuum
6e3ynpeyHoi penyTtauymum 6POKepCKO KOMNaHUw.

«KpUK 0 nomoLn»

OAVH U3 CaMbIX LMHWUYHbIX COCOOG0B XMLLEHUSI AEHEXHbIX CPefCcTB, SBASETCA
BblKNafblBaeMas B COLMa/bHbIX CETAX AyllepasauMparolimx UCTopuii o 6opbbe C
601e3HbI0 ManoNeTHUX [eTel 3a XM3Hb. Bpemsi naét Ha yacbl. CPOYHO HEOOXOAUMBI



[0oporve fnekapcTea, onepauus 3a rpaHuuein u 1.4. MNpocAaT oKasaTb MOMOLLb BCEX
HepaBHOAYLLUHbLIX U NepeBecTy AeHbIN Ha YKa3aHHbIe PEKBU3UTLI.

Mbl He Npu3biBaeM 0TKa3bIBaTb B MOMOLLK BceM, KTO npocuTt! Ho! Mpexae vem
NnepeBOANTL CBOM [EHbLIU, NMPOBEPLTE - UMEIOTCA /I KOHTAKTHbIE AaHHbIe 418 CBA3M C
poauTensamun (POLCTBEHHUKAMK, OnekyHamun) pebéHka. No3BoOHUTe UM, HalanTe MX B
colceTsax, NoobwanTecb 1 yoeanTecb B HECTHOCTU HAMEPEHWIA.

YKa3aHHbIiA CIMCOK HEe ABMIAETCA MUCYEPMbIBAIOWMM, TaK KakK BO3MOXHbl WHble
CNocobbl 1 BUbl MOLLEHHUYECTB, a TaKXKe UX U3MEHEHME MU KOMBUHMpoBaHKe. Bo
BCEX Cny4asx 06paLleHns ¢ MOOWIbHLIMU YCTPOCTBAMMW, BAHKOBCKUMMW KapTamu U
KOMMblOTEPaMM HeOoB6XOAMMO COOM0AaTh Mepbl  MPEAOCTOPOXHOCTU, KOTOpbIE
MOMOTyT 06€30MacuThb Ce6 1 CBOMX BAN3KNX OT MOLLUEHHWKOB.

Bbl NOAyYnIN 3NeKTPOHHOE COO6LLLEHME 0 TOM, YTO Bbl BbIMIPain NpU3 1 Bac
NPOCAT MNepeBecTU AeHbIN ANd NoyYeHUsa ero rnosayyeHua?

HWKOIJA He oTnpasnaiTe AeHbrM He3HaKOMbIM iMLaM Ha UX 3N1EKTPOHHbIE
cueTa.

MOMHMTE, 4YTO BepOATHOCTbL BbIMrpaTb MpPU3, He MNpUHUMAs yyacTua B
PO3bIrpbiLlle CTPEMUTCA K HY/HO, & BEPOATHOCTb BO3BpaTa [eHer, nepeymcneHHbIX Ha
@HOHUMHbIA 3NIEKTPOHHBIN KOLLENeK 310YMbILINEHHWKOB, ¥ TOr0 MeHbLLE.

Bbl pelwunnm KynuThb B MHTEpPHET-MarasuHe HOBbIA MOOGUIbHBLIA TenedoH,
HOYTOYK Mnn poToannapaT Mo NpusieKaTe/IbHOW LeHe, HO MarasuH NpocuT
nepeyncnIvTb npegonnaTy?

HWKOIOA He nepeuncnainTe [eHbMM Ha 3NEKTPOHHbIE KOLWIENbKA U cyeTa
MOGUNbHBIX TeneoHOB.

MOMH/MTE O TOM, YTO MHTEpPHeT-MarasH He MOXKeT MNPUHUMATb oniaTy 3a
MOKYNKy B Takon hopme. Ecim Bac nNpocAT onnaTWTb TOBapP C MCNOMb30BAHWEM
TEepMUHANI0B 3KCNpPecc-onnaThbl WA MepPeBecTU AeHbrN Ha 3NEeKTPOHHbIA KOLLesek,
BEPOATHOCTb TOr0, YTO Bbl CTO/MKHYINCb C MOLLEHHUKAMUN KpaiHe BbICOKA.

Bbl nonyunnn cmc-coobllieHne 0 TOM, 4YTO Bawa 6aHKOBCKasa KapTa
3a6/10KMpoBaHa?

HWKOIJA He oTnpasnsinTe HUKAKUX AeHEXKHbIX CPpeAcTB Mo KoopauHaTam,
yKa3zaHHbIM B COOOLLEHUN, He Mnepe3BaHMBainTe Ha HOMep, C KOTOPOro OHO npuuvio, U
He OTNpaBNANTe 0TBETHbIX CMC.

CamMbIM Npasw/bHbIM PELLEHNEM B AAHHOW cuTyauumn 6yLeT MO3BOHUTH B 6aHK,
BbINMYCTMBLUMIA 1 06CNY>KMBatOWMIA Bawy KapTy. TenepoH 6aHka Bbl HalgeTe Ha
060poTe Ballen KapThl.

Ha 3neKTpoHHOI AoCcKe 06BbABNEHWA WAN B COLMANbHOM CETW Bbl HaLUIN
TOoBap, KOTOPbIA Tak A0/ro UCKan, U CTOUT OH HAMHOIO [ELLeB/e YeM B Apyrux
MecTax?

HMWKOIOA He nepeuncnaidTe [eHbIM Ha 3NEKTPOHHbIE KOLLENbKW, He
y6eamnBLLNCL B GnaroHage>XHoCcTK npojasua.



BHUMATENbHO MOCMOTPUTE €ro PEMTUHT HA AOCKE 06bLABNEHMA, MouMTaiTe
OT3bIBbl APYriX NOKynaTeneid, NouwmuTe UHPopMaLnio 0 HeM B CeTU VIHTEpHET.
MoagymaiiTe Hag Tem, Noyemy TOBap NMPoAaeTcs Tak [eLleBo, y3HallTe Kakue
rapaHTuU MO>KeT NpeocTaBMTb NpojaBseLl.

Bbl X0oTnTe npuobpecTun aBmabuneTbl, TYpPUCTUYECKNE MYyTEBKU, 4epes
NHTepHeT?

HWKOI A He nonb3yinTech ycnyramm HenpoBEPEHHbIX U HEM3BECTHbIX CalTOB.

3aka>kuTe 6UneTbl U TYpPUCTUYECKME NYTEBKN Yepe3 canTbl aBrakoMMnaHum
WKW  areHTCTBa, MNONOXKWUTENbHO 3apeKkoMeHfoBaBLMX Cebsi Ha pblHke. He
NepeBOANTE [eHbIM HA 3NEKTPOHHblE KOLWeNbkn wnu 3apybedkHble cueTa. [Mpu
BO3HMKHOBEHUW NOJ03PeHNIA 06paTNTECh B NPeACTaBUTENbCTBO aBuakoMnaHnm unm
TYPUCTUNYECKOrO areHTCcTBa.

Bbl nonyunnm CMC unn MMC coobLieHne CO CCbIIKOW Ha CKaymBaHue
OTKPbITKU, My3blKW, KApTUHKU UM NporpaMmbl?

HWKOT LA He nepexoAnTe Mo CCbIKe, yKa3aHHOW B COOBLLEHNN.

lMomMHUTe, 4YTO, Mepeigs Mo CCblIKe Bbl MOXKeTe, caMuW TOro He Mofo3pesas,
MoNyuynTb Ha TenedpoH BMPYC Uin opopMUTb NOANUCKY HA NNaTHbIE YCAYTH.

[a>ke ecnn coobLeHre NpuLIo 0T 3HAKOMOTO BaM YeoBeka, yoeanTech B TOM,
YTO UMEHHO OH AABNAETCA OTNPaBUTENEM.

ObLaeTeCb B UHTEPHETE M MMeeTe akKayHTbl B COLCeTAX?

HVWKOIJA He pasmeuwaidTe B OTKPbITOM [JOCTyne M He nepefasanTe
MHDOPMaLMIO IMYHOTO XapakTepa, KoTopas MO>XKeT OblTb MCMONb30BaHa BO BPe,

Ob6uleHe B ceTW B 3HaUMTeNbHOW Mepe o06e3nmMyeHo, U 3a ghoTorpaduei
npouns MO>XKeT CKpblBATbCA KTO YrogHo. MOMHMTE O TOM, 4YTO BMAEO U
ayanoTpaHCnsaumMmn, paBHO Kak W Nory Balleld CeTeBOW MNepenuckn, MoryT OblTb
COXpaHeHbl 3/10yMbILWIEHHKaMKW 1 BNOCNeACTBUM UCNO/b30BaHbl B NPOTUBOMNPAaBHbIX
Liensx.

BYAbLTE BANTEJIbHbI - HE A T/IE CEBEA OBMAHY TbI

MomMHuTe! Ecnun Bbl nnu Balum 6511M3Kne ctanm XepTBaMy MOLLEHHUKOB UK Bbl
nofo3peBaeTe, YTO B OTHOWeHUW Bac nnaHMpyrOTCS NPOTUBOMNPaBHble AEACTBUA -
He3aMeaINTeNbHO obpaTuTecb B OGAMMXAWLWIWIA OTAEN MNOAUUMK MO0  Hanuwnute
3asB/eHNe Ha ouuymansHom carMte MB/J PoccHHwww.mvd.ru


http://www.mvd.ru

MUWHUCTEPCTBO BHYTPEHHUX Aen no Pecnybnnke Aabirest
MPEAYMNPEXAAET
BHNMAHWE - MOH EHHUKI!

Hecko/IbKO NPOCTLIX Npasui.
KOTOpPbIE NOMOryT 06e30nacuTb cebsi 1 CBOMX 6/IN3KNX OT MOLLIEHHUKOB:

- Ecnn Bbl nonyunnn SMS-coobLeHre nnm TeneoHHbIA 3BOHOK O TOM, YTO A8 peLueHus Baluei
NpobsieMbl  HEOOXOAVMM MepeBof, AEHEXHbIX CPeACTB /t0ObIM  CMOCOOOM, He CrefyilTe HUKaKiM
MOCTynaloWwyM NHCTPYKUMaM! ByabTe BHUMATENbHbI U
KpaiHe ~ OCTOPOXHbI  MPU  JOObIX  [AEACTBUAX  C
GaHKOBCKMMW KapTaMn M NAaTeXHbIMM TepMyHaiamul
Hw B Koem cryyae He BbINOHAWTE HUKaKNX TPeboBaHWA,
nocTynarowmx no cpeacream SMS wnn TeneOHHbIX
3BOHKOB! H/| orga 1 HUKOMY He coo0LLainTe 16-3HauHbII
HoMep Balle, i 6GaHKOBCKOW KapTbl, ApYyrvie pekBusnTbl U
JINYHbIe JaHHbIe.

- Ecnn Bam 3BOHAT C COOOLLEHMEM, YTO Balll
POACTBEHHMK WM 3HAKOMbIA MNoMmasi B aBapuio, B
MOMMUMIO, B 60/bHULY, M Tenepb 3a HEro HYy>KHO BHECTU
3aor, wrpac], B3TKy - B 00LeM, OTKynutbed - ITO
XKXYNMMNKN!  TexHuka  CerofgHs  Mo3BOMSET  Jadke

noaAenatb rokc YenoBeka.

B nocnegHee Bpemsa y4aCTUINCL ClydYan MOLLEHHWYeE Ba MO CPeACTBaM CETW UHTEPHET, Korga Ha
caiTax O00bAB/IEHWIA O MPOAAKE W NOKYMKe TOBApPOB U YCYr, 3M0YMbILLIEHHUKN MpeiaratoT CooOLWUTb
PEKBU3NTbI GaHKOBCKOM KapTbl A9 NepeBoa AeHeXHbIX cped0TB 3a MOKYIKY ToBapa Wan onnatbl YCnyri.
Mocne nonyYeHns PeKBM3UTOB 3/10YMBbILLNIEHHMKI C Baluell 6aHKOBCKOI KapTbl MOTYT 6ecrpensTCTBEHHO
CHATL [leHeXHble cpeacTBa.

- Hukorga v HuKomy He coobulaiite MH-

Kof Bawein kaptbl. Henb3sa xpanuts [MH-kog
PSOOM C KapToW M Tem 6onee 3anucbiBaTb MNH-Kog
Ha Heé - B 3TOM Cny4vae Bbl gaXe He ycrneete
06e30nacuTb CBOM CYET, 3ab6/10KMPOBaB KapTy Mocse
"Naxkn unn yTepu.

Mpy BO3HWKHOBEHUWM BOMPOCOB 3BOHWTE Ha

HOMep  Tened)oHa  KPyrnocytouHo — CnyxKo6bl

YKa3aHHbIN Ha Balueii
0aHKOBCKOW KapTe, 3anMuLLMTE €ro B 3arucHylo
KH/AXKY WM B CNUCOK KOHTakToB  Ballero
MOGW/LHOTO TeslethoHa.

- He oTKpbiBaliTe gBepb He3HaKOMbIM togam! MomMeTe: HeMb3a Y3HaTb Ye/0BeKa 3a MUHYTY.
He cnvwkom fosepsiite Tem, KOro BuauTe Brepsble, nonpocute npegbssuts JOKYMEHTHDI.

- Ecrm Bac 3a60T/IMBO yroeapusatoT MpUOBPecTV Yy[oAeiCTBEHHbIE MeAULMHCKME Nperaparbl,
Pa3/INYHYIO TEXHWKY, 06513aTe/IlbHO MOCOBETYMTECH C NIeYaLLM BPaYoOM U POACTBEHHMKAMM, U 3HaWTE, YTO
BO3MOXXHO LieHa JaHHOro ToBapa 3HaYMTE/IbHO BblILLE YeM B eMCTBUTENIbHOCTH.

OYEHb BAXHO! Tlpexae 4em MPUHATL HOO0E PELLEHMe, CBSI3aHHOE CO 3HAYMTE/TbHLIMU
pacxofamu, 00s3aTe/lbHO MOCOBETYMTECH C GIM3KMMM, MO30BUTe cocedeil. Ecnm Bbl Bnyctvim B oM
HEe3HaKOMOr0 YenoBeka, Hukorga HE OCTABIANTE ero of/10ro B KOMHaTe.

MOMHWTE, uTo TenedoHbl, KOMMbIOTEPbI N 3/IEKTPOHHbIE apXMBbl MO3BOMAKT Y3HaTb O Bac
[0BO/IbHO MHOro. He faiite BBeCTW cebsi B 3abnyxkaeHne. ECM K Bam 3BOHAT UM NPUXOAAT He3HaKOMble
NHoan, KOTOopbIle YTO-TO 3HAKOT 0 Bac, ckopee Bcero - 3TO MOLUEHHUKIA!

EYAbTE BAVNTE/IbHbI - HE JAVTE CEBA OBMAHY Th!



